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ABTOpPCKME npaBa Ha cpeacTBa KpunTtorpadumyeckon 3awuTbl uHbOpMauum Tuna
«Kpuntolpo CSP» w1  3KcnnyaTauMOHHYIO  AOKYMEHTaUMIo  3aperucTtpupoBaHbl B
PoccuiickoM areHTCTBe No naTeHTaM u TOBapHbIM 3HakaM (PocnaTeHT).

HacToawmnin AOKYMEeHT BXOAWT B KOMMIEKT MOCTaBKWM mporpamMmHoro obecneyeHus CK3U
«KpunTtolpo CSP» Bepcumn 3.9; Ha HeEro pacnpoCcTpaHSTCA BCE YCNOBUSA NULEH3NOHHOMO
cornaweHns. be3 cneumanbHOro nucbMeHHOro paspeweHns OO0 «KPUMTO-MPO»
AOKYMEHT WM ero 4YacTb B 3/IEKTPOHHOM MM NEeYaTHOM BUAE He MOryT 6biTb CKONMMPOBaHbI
1 nepefaHbl TPETbMM NNLAM C KOMMEPYECKOW Lienbio.
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2. AHHOTALIMSA

Hacrosimee PykoBonctBo nomnonuser pokymeHT <OKTAM.00083-01 90 02. PykoBonctBO
anMuHHUCTparopa OezomacHoctu. Ob6mas yacte» npu ucnonaszoBanuu CK3U «Kpunrollpo CSP» v 3.9
(mamee - CK3U) B BUpTYaabHBIX Cpeaax.

WNHucTpykuun aJIMUHUCTpaTOpam Oe3omacHoCTU u I10JIb30BATEISIM Ppa3INnYHBIX
aBTOMATHU3UPOBAaHHBIX  cucTeM, ucnoup3yromux CK3M B BUpTyalbHBIX  Cpenax, JIOJIKHBI
pa3pabaThIBaThCsl ¢ yueTOM TpeOOBaHUI HACTOSIIETO TOKYMEHTA.
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3. OcHoBHbBIE TeXHUYECKHeE JaHHbIe U xapakTepuctuku CK3U

[TporpamMMHo-anmapaTHbie cpeabl (yHKIIMOHUPOBAHUS:

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
VMWare WorkStation 11/12 (x86-64);

VMWare Player 7/12 (x86, x64);

VMWare Sphere ESXi 5.5/6.0 (x64);

Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);

RHEV 3.4/3.5/3.6/4.0 (x64, POWER).

B kauyecTBe TOCTEBBIX BHPTYaIbHBIX CpEJl JOMYCKAETCs UCIOIb30BaTh IPOrPAMMHO-AIIIApaTHBIC
atopmsl, iepeunciieHHsie B 1. 3.2 @opmyssipa XKTAM.00083-01 30 01.
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4, TpeooBanus no 3amute oTr HC/]

4.1.0pranusanus padot nmo 3ammurte ot HCJJ

HeoOxomuMo Hamuuwe Kak MHHUMYM JBYX (QYHKIHMOHAQJIBHBIX pOJEH  BHUPTYyaIbHOMH

UH(PACTPYKTYPHI:

1. AaMUHHCTpATOp BUPTYAJIbHBIX MAalIMH, OCYHICCTBISIONIUN YIpaBICHUE KOMIOHEHTaMHU
BUPTYalIbHOU HH(GPACTPYKTYPHI: BUPTYAIbHBIMU MAlllMHAMHU, CEPBEPHBIMU KOMIIOHEHTaMH, CHUCTEMOM
XpaHEHUS JTAHHBIX.

2. AnmMuHUCTpaTop ©0€30MacHOCTH, OCYIIECTBISIIONIMA  aJMUHUCTPUPOBAHUE BHUPTYAITbHBIX
MAaIlI{H.
[Tpumeuanue: BupTyanpHas uHPpacTpykTypa (MHPPACTPYKTypa BUPTYyaaUu3allii, BUPTyalbHAs Cpela) -
B 3aBHCHMOCTH OT KOHTEKCTa, JMOO MHOXKECTBO IMPOrPaMMHO-AMApaTHBIX CPEICTB, 00CCIICUYNBAIONIUX
pa3BEéPTHIBAHUE BUPTYAIBHBIX MAIIWH, JTHOO CaMH ITH BUPTYaJIbHBIE MAIIMHBI U CHCTEMa WX CBs3eH
MEX1y COOOH.

4.2.YcranoBka I10O

I[19BM, Ha KOTOpPBIX UCMONB3YIOTCS cpeacTBa Buszyannzanuu 1 CK3U, nomkHbl ObITh TOMYIIEHbI
s o0paboTku KoH(HIEHIMaNbHOH uHbopManuu 1o aeicTByromuM B Poccuiickoit ®denepanuu
TpeOOBaHUSAM IO 3alIUTe HHPOPMAIMKM OT YTEUKH 10 TEXHHUYECKUM KaHajlaM, B TOM YHCIIE, IO KaHAITy
cs3u (Hanpumep, CTP-K), ¢ yuetom Moznenu yrpo3 B HH(GOPMAlMOHHON CHCTEME 3aKa34hKa, KOTOPhIM
noJKHO TpoTuBOCTOSITH CK3U.

Wucramnsmuss CK3U Ha paboumx MecTtax JTOJDKHA TPOU3BOIUTHCS TOJIBKO C JAUCTPHUOYTHBA,
MOJIy4eHHOro 1o JoBepeHHoMy Kanamy (m.2 JKTAAM.00083-01 90 02. PykoBoacTBO 6€30MacHOCTH.
OOmmas 9acTs).

K ycraHoBke 00I1eCHCTEMHOTO M CHEIUAIBLHOTO MporpaMMHoro odecrnedenus, a takke CK3U,
JOMYCKAIOTCs JIMIA, MPOLIEAIINE COOTBETCTBYIOIIYIO MOATOTOBKY M HM3YUYHMBIIME JOKYMEHTALMIO Ha
cootBerctByromee [10 u CK3U.

TpeGoBanusi k ycraHoBke mporpammuoro obecredenuss 1 CK3U B rocteBoit u XoCTOBOM
ONEpPalMOHHBIX CUCTEMAaX:

— Ha Texangeckux CpCACTBAX, MPCAHAZHAYCHHBIX IJIA pa6OTBI CO CpeACTBAMU BUPTYyAJIU3allUN

U B CO3JJaHHOW 3TUMHM CpPEJCTBAMH BHUPTYaJbHOM cpelie CleAyeT HUCIOJIb30BaTh TOJBKO JMIIEH3MOHHOE
porpaMMHoe obecrieueHue Gupm — Mponu3BOAUTENEH.

—Ilpu ycTaHOBKE MpPOrpaMMHOTO O0O0ECHEeYeHUs BHUPTYyalIU3allld, TOCTEBOW OINEpallnOHHOM
cucrembl 1 CK3U HeoOXoaMMO MPOBECTH KOHTPOJIb LEIOCTHOCTH M JOCTOBEPHOCTh COOTBETCTBYIOIIETO
TUCTpUOYTHUBA.

— Ha [I9BM u B BupTyanbHOU cpelie He JOJKHBI YCTaHABIMBAThCs cpeacTBa pazpabotku 110 u
ornaauuku. Ecnm cpeacTBa OTIagku TNPUIOKEHUM HYXHBI JJII TEXHOJOTMYECKHX IMOTpeOHOoCTel
OpraHu3allH, TO UX UCIIOJIb30BaHUE JIOJKHO OBITh CAHKIIMOHUPOBAHO aIMHUHHUCTPATOPOM O€30MaCHOCTH.
[Ipn sTOM JOMKHBI OBITH pEaNTM30BaHbl MEPhI, HCKIIOYAIONINE BO3MOXHOCTH HCIOIb30BAaHUS STUX
cpenctB s penaktupoBanus koaa u namsatu CK3U u npunoxenuit, ucnons3ytoumux CK3U, a taxxe
g npocmotpa kona u namsatu CK3U u npunoxenunii, ucnons3ytomux CK3U, B mpouecce o0paboTku
CK3U 3amuimaemoil ”HPOPMALIMU W/ UIIH [IPU 3arpy>KEHHON KITI0UeBOW HHPOPMALIUH.

— ITocne 3aBCPUICHUA NPpOoLECCa YCTAHOBKU NOJIKHBI OBITh BBHITTOJTHCHBI HCﬁCTBHH, HCOGXOI[I/IMLIC
I OCYIICCTBJICHUA IIEPUOINYCCKOTO KOHTPOJIA HECJIOCTHOCTU YCTAHOBJICHHOTO 1O CK?)I/I, a TaKXXE€ €ro
OKPYKCHHA B COOTBETCTBUU C HOKYMGHTaHHeﬁ.
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— Ilocne 3aBepuieHus mpolecca CO3AAaHUS BUPTYaJbHOM MAIIWHBI, BBIOJHEHUS TpPeOyeMbIX
HACTPOEK U 3a/laHus TpeOyeMbIX rnapaMeTpoB BM, momkHBI OBITH BBITOTHEHBI JEHCTBUSA, HEOOXOAMMBbIE
JUIL OCYLIECTBIICHUS IEPUOANYECKOTO KOHTPOJIS LEJIOCTHOCTH HACTPOEK U napameTpos BM.

s BupryansHbix mamma VMWare WorkStation, VMWare Player, VMWare Sphere ESX
KOH(HUTyparMoOHHBIN (a1 HaXOIUTCS B TOM e TUPEKTOPUH, YTO U 00pa3 BUPTYAIbHOM MalIMHbI, UMEET
pacmmpenue .VMX. Hazanue koH(GHUrypalmoHHOro (aiiyia CoBNasaeT ¢ IMEHEM BUPTYaIbHOW MaIHMHBL
AHanornyHo KoHGUrypauoHHsie (aiibl BUpTyanbHbIX MamuH Virtual Box nexxar B nupekropuun c
00pa3oM BUPTyalbHOW MAIIMHBI, UMEIOT pacIIMpeHHe .vboX M Ha3BaHWE, COBIAIAIONICE C HMEHEM
BUPTyaJIbHOW MammuHbl. [lankoil mo yMorgaHuio JUIist XpaHEHUs! HAaCTPOeK BUPTYaJIbHBIX MamuH Hyper-V
sBisiercs manka \ProgramData\Microsoft\Windows\Hyper-V, ums coBmagaer ¢ MMEHEM BUPTYalbHOMI
mamabl. RHEV nmo ymonuanuio xpaHut koHpurypauuonnsie daiiel B qupexropuu /etc/libvirt/, nms
COBIAJAET C UMEHEM BUPTYaJIbHOM MAIIMHEI.

— ITocne 3aBepiieHus mporecca ycraHOBKM rocteBoil OC noiKHBI ObITh BBIIOJHEHB! ASHCTBUS,
HEOOXO/AMMBIE JJIsi OCYLIECTBICHMS IEPUOANYECKOIO KOHTPOJS LEJIOCTHOCTH YCTaHOBJIEHHOTO
cucremHoro [IO B coorBerctBuM ¢ mnpuBeaACHHBIM B JokymeHtauun CK3U crnuckom  (aitnos,
MOJIEKAIUX KOHTPOJIIO LIEIOCTHOCTH.

— IIpeaycMoTpeTb  Mepbl, HCKJIIOYAIOIINE  BO3MOXKHOCTh  HECAHKIMOHUPOBAHHOTO  HE
O6Hap}I)I(I/IBaeMOFO U3MCHCHHUA aHHapaTHOﬁ YaCT TCEXHHUYCCKUX CPCIACTB, Ha KOTOPLIX YCTAHOBJICHDLI
CK3U u KOMIIOHEHTBI BHPTYaIbHON HH(PACTPYKTYpHI (HApHUMeEp, MyTeM OIeYaThIBAHHUS CHCTEMHOTO
6noka u pazeemoB [I9BM).

4.3.HacTtpoiika runepBu3opa

HaCTpOﬁKaMH TuIepBu3opa A0JIKHO OBITH 00€CIIEYEHO BLIIOIHEHUE CJICAYHOIUX Tpe60BaHPII>iZ

- HJ’IH KaXX 01 BI/IpTyaHLHOfI MallWMHBI OJOJIXKHA OBITh BBIACJICHA OTACIbHAA 0071acTh OHepaTHBHOﬁ
MMaMSITH XOCTOBOM MAaIlIMHEI.

— Heo6xonnMo obecnieunTh HEBO3ZMOKHOCTh MH(OPMALIMOHHOTO OOMEHA MEXIY BUPTYaJIbHBIMHU
MalllMHaMH C MCII0JIb30BaHHEM OOIIHUX PECYPCOB XOCTOBON MAIIMHBI.

— Heo6xonnMo obecnieunTh HEBO3ZMOKHOCTh MH(OPMALIMOHHOTO OOMEHA MEXIy BUPTYaJbHBIMU
MalIMHAMHU, TPOTPAMMHBIMHU IIPOLECCAMM M ONEPALMOHHOM CHCTEMOM XOCTOBOM MAIIMHBI, HA KOTOPOM
(GYHKIIMOHUPYET BUPTYaibHasi HHPPACTPYKTypa, UCIOIb30BaHUEM OOIIHUX PECYPCOB XOCTOBOIM MAIlIUHBI.

— HeoOxonnMo obecriednTh HEBO3MOKHOCTh MH(OPMAITMOHHOTO OOMEHa MEX]Ly IPOrpaMMHBIMU
MpoLIecCaMM, HCIIOJIb3YEMbIMH JJISl JOCTYIa IMOJIb30BaTeleil K BUPTYalbHbIM MAallMHAM, U HHBIMHU
IIPOrpaMMHBIMU IIPOIIECCAMH C UCTIOIB30BaHUEM OOLINX, pa3esieMbIX PECYPCOB.

4.4.3ammra ot HCJI mpu s3xkcrryaranun CK3U

3anpeieHo:

— OCTaBJIATh ©0€3 KOHTPOJISI BBIYUCIUTENIbHBIE CPEJICTBA, HA KOTOPBIX AKCIUTyaTHUPYETCS
BHUpTYyaJbHasl MalllMHA ¢ yCTaHOBJIIEHHBIM Ha Hell CK3U, u xinueHTckue MecTa (TepMUHAIIbI) TI0CIE BBOAA
KJItoueBOi nHpopmanuu 1160 NHOH KOHGUACHINATLHONW HH(OpMALINK;

— OCTaBJIATh 0€3 KOHTPOJsS KIMEHTCKHE MecTa (TepMHHalbl) TMOJb30BaTelied BUPTYaJbHBIX
pabouunx cToJIOB ¢ ycTaHoBIeHHbIMU Ha HUX CK3U;

— BHOCHUTH Kakue-1100 U3MEHEHHUs B MporpaMMHoe obecrnieuenue Bupryanuzanuu u CK3U.
Heo0xoanmo:

— OpraHu30BaTh 3aTHpaHue (1Mo okoH4YaHuM ceanca padbotsl CK3U1) BpemeHHBIX (aiinoB u (aiiaos
MOJIKa4YKH, (POpMUPYEMBIX MM MoauduIpyeMsix B nporecce padorsl CK3U. Eciu 370 HEBBIOTHUMO,
To rocteBass OC noikHA HCHOJB30BAaThCA B OJIHOIOJB30BATEIbCKOM PEXUME W Ha KECTKUM JHUCK
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XOCTOBOM MaIllMHBI, a TaKkXke Ha o00pa3 JAMCKa BUPTYaJbHONW MAIIMHBI JIOJKHBI PaCIpOCTPAHATHCS
TpeOOBaHUs, IPEABABISIEMbIE K KIIIOUEBBIM HOCUTEISIM;

— pEeryJiipHO YCTaHaBIMBaTh NakeThl OOHOBIeHHUs Oe3zomacHocTH OC XOCTOBOW MalIMHBI U
rocreBoii OC BupTyansHoi MamuHbl (Service Packs, Hot fix u T.1m.), 0OOHOBISATH aHTUBHPYCHBIE 0a3bl B
COOTBETCTBMM C HOPMAaTUBHBIMH JOKYMEHTAMH OJKCIUIyaTHPYIOIIEH OpraHu3anuu. PexomMeHayeTcs
uccienoBaTh MH(OPMALMOHHBIE PECYpChl MO BOMPOCAM KOMIBIOTEPHON O€30MacHOCTH C LIEJbI0
CBOEBPEMEHHON MUHUMH3ALMK ONACHBIX MTOCJIECTBUI OT BO3MOKHOT0 Bo3zelcTBus Ha OC;

— UCKJIIOYUTh BO3MOXHOCTh nonaganus B OC XOCTOBOM MalllMHBL, @ TAK)KE B TOCTEBYIO CUCTEMY
BUPTYyaJlbHOW  MAIIMHBI  [POTpaMM, T[O3BOJISIIONIMX, TMONb3ysAch omubkamu OC, TOBBILIATH
IIPEAO0CTABIICHHBIE IIPUBUIICTHH,

— HCKJIIOYUTh OJTHOBpeMeHHYI0 paboTy B rocteBoit OC c¢ pabotatromum CK3U u 3arpyxeHHOM
KIIFOUeBOM MH(poOpManmeld HECKOJIBKIX ToJb30BaTeNeld. BupryanpHas mammHa, QyHKIMOHUPYIOIIAS MO/
OC Windows, ©Ha xoropoii ycraHoBieHo CK3M, pomkHa UCIONB30BAaThCS  TOJIBKO B
OJIHOTIOJIb30BATEILCKOM pPeKUME. B cilydae HEBO3MOKHOCTH BBIIIOJIHEHUS PEKOMEHJAIIMN B OPraHU3alun
JIOJDKHBI  OBITh  MPEIYyCMOTPEHBI JOMOJIHHUTEIbHBIE OpPraHU3alMOHHBIE MEphl IO O0ECIeueHUIo
COXPAHHOCTH KJIFOUE€BON MH(POPMAINH, XpaHALIECS Ha JTaHHOW BUPTYalbHON MaIlIUHE.

4.5.Cucrema ynpaBJ/ieHUs BUPTYaJbLHOI cpeaoii

Cucrema ympaBieHHs] BUPTYyaJIbHOM Cpefioi — 3TO YacTh BUPTYaTbHON HHPPACTPYKTYPHI, KOTOpas
C TIOMOIIBIO aNMapaTHO-TIPOrPAMMHBIX CPEJICTB M CPEICTB CETEBOTO B3aUMOCHCTBHUS 00ECIICUnBACT:

— yIpaBlieHHE THIIEPBU30pOM (POPMHUPOBAHUE HACTPOCK M 3aJaHKE apaMETPOB);

— HACTPOMKY BUPTYAJIbHBIX MAIlIUH, BUPTYAIbHBIX CETEH, HCIIOIB3YEMbIX XPAaHUIIHII JAHHBIX;

— IIEHTPAJU3ALNI0 BUPTYaJbHBIX PECypcoB (oOecriedeHre padoThl BCEX BUPTYaJIbHBIX MAIIUH,
BHUPTYaJIbHBIX CETEBBIX XPAHWIHII JJAHHBIX ¥ BHPTYaJIbHOTO CETEBOr0 000PYAOBaHHS WH()OPMAIIMOHHON
CUCTEMBbI, TIOCTPOEHHON C HCMOJb30BAaHUEM TEXHOJIOTUM BHUPTYyadU3allid, KaK €IMHON BUPTYaIbHON
pacnpenenéHHON BEIYUCIUTEIBLHON CETH);

— ympaBleHUe TMepeMelieHneM (MUrpaiueii) BUPTyaldbHBIX MAIlMH C OJHOTO KOMIIBIOTEpa Ha
JIPYTOH.

Cetb ympaBlieHUs BUPTYAJIbHON Cpeioi MO KHA OBITh BBIJENICHA B OT/IEIbHBIN CETEBOW CETMEHT.
JIist 3alMThl TaHHOTO CETMEHTa JOJDKHBI HCIIOJIB30BAThCS CPEACTBA MEXKCETEBOTO SKPAHUPOBAHUS U
MPEAOTBPALIEHUSI BTOPKEHHUIA.

Certb ynpaBieHHs BUPTyaJbHOW HHPPACTPYKTYPOIl HE JOKHA MOAKIIOYAThCS K 00IIEJOCTYITHBIM
CeTsIM (CeTsIM, IOCTYI K KOTOPBIM HE OTPAHUYEH OIpeeIEHHBIM KPYTroM JIUIY).

4.6. TpeOoBaHusi K MUTPALMU 00Pa30B BUPTYAJbHbIX MAIIIUH

[Tpu nepenaue (Murpanumn) oopazos BM uepes npocrpanctBo BHe K3 HE00X0AMMO HCIIOIB30BATh
KaHaJbl, 3allMIIEHHBIE CPEICTBAaMU MIN(POBAHUS, UMEIOIIMMU CEPTUPHUKAT YIIOTHOMOYEHHOTO OpraHa.
IIpu »>TOoM I COTJacOBaHMs CEAHCOBBIX KIOYeH IMM(POBaHUS HEOOXOAMMO HCIOIb30BATh
Kpunrtorpauueckue MpoTOKOJIbI, 00ECIEeYNBAIOIINE 3alUTY CEaHCOBBIX KIIOUEH U ayTeHTH(PHUKAIUIO
B3aUMOJICHCTBYIOLIUX CTOPOH.

4.7. TpeGoBaHUSA K CO3JAHUIO CHANIIOTOB

Ha cHanmor BUpTyajibHO#M MalIMHBI, CCTaHHBIN MOCIIE BBO/A KIHOUYEBOH HH(OPMALIUH, TOJKHBI
pacrpoCTpaHsAThCsS TPeOOBaHUS MO OOpAIleHUI0 ¢ KiroueBbiMUA HocuTemsmu (m.7.7 JKTSM.00083-01 90
02. PyxoBozacTBO agmMuHHCTpaTopa Oe3omacHocTd. O0Ias 4acTh).
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4.8.3ammTa 0T ceTeBbIX aTaK HA THIIEPBU30P

Heo0xoaumo:

— HCIIOJB30BATh MEXCETEBBIE HKpPaHbl W CHCTEMbBl IPENOTBPALLEHUS BTOPKECHHHM IS
OJIOKMPOBAHUS CETEBBIX aTak U (QUIBTPALUU CETEBOrO TpauKa;

— ycranaBnuBaTh 00HOBiIeHus 110 runepsusopa;

— MIPOBOJUTH KOHTPOJIb 1e0cTHOCTH 11O 1 HacTpoek runepBu3opa;

— IPOU3BOJUTB PETUCTPALIUIO NEUCTBUN aIMUHUCTPATOPOB BUPTYAJIbHOMN CPEJIbI.

4.9.3ammTa 0oT ceTeBbIX aTak Mexay BM

JomkeHn ObITh 3ampemieH WHPOPMALMOHHOM OOMEH MEXIy BHPTYAIbHBIMH MAalIMHAMHU
UCTIOJIF30BaHUEM OOIIMX PECYpCOB XOCTOBOM MAIIMHBI, B TOM 4YHCIIE OOIIMX 00JacTel OnepaTHBHOW
MaMsTH XOCTOBOM MaIlIWHBI.

[Ipumeyanue - A ONMEepaTUBHON NaMSATH BBIOJHEHUE JAHHOTO TPeOOBaHUS AaBTOMATUYECKH
obecnieunBaercs cpeacrBamu Hyper-V u VMWare. Heobxoaumo Takke oOecreduTb HEBO3MOXHOCTH
MTOJIKJIFOUCHUS TI0 CETH BUPTYAIbHBIX MAIUH K CBOCH XOCT-MamuHe (HacTpoHKaMu OpaHaMaydpa W/vid
CETEeBBIMU TMOJUTHUKAMHUHU) U HEBO3MOXKHOCTH UTEHHS JIMCKOB XOCT-MAIllMHBI B BUPTYaJIbHBIX MAaIlIMHAX
(HacTpolikamMy BUPTYaJIbHBIX MAIIMH, KACAIOIINXCS TOCTYIIA K JIOKAJIbHBIM pecypcam).

4.10. Kontpoas nenocraoctu 11O BUpTYaIbHOM Cpeabl

Heo0XxomuMo BBIMIOJHITE KOHTPOJIb IEIOCTHOCTH CJEAYIOUIMX KOMIIOHEHTOB BHPTYaJbHOU
CpeJbI:

— I1O runepBu3opa (Ha XOCTOBOI MaIlIMHE);

— HacTpOEK I'MIIEpBU30Pa;

— I1O rocreBoii onepannoOHHON CUCTEMBI;

— 00pa30B BUPTYaJbHBIX MAIIWH, B TOM YHCJE, STAJIOHHBIX 00pa3oB BM, ucnonb3yromuxcs npu
pa3BEPTHIBAaHUM HOBBIX BM.

Kontpons unenoctHoctu CK3U, ycTaHoBneHHOro Ha BUPTYaJbHOM MallliHE, HEOOXOAUMO
MIPOBOJIUTH aHAIOTUYHO KOHTpouto 1esntocTHocT CK3U, yctaHOBIEHHOr0 Ha pu3ndeckoil miardopme.

4.11. TpeOoBaHus K 3TATOHHBIMH 3arpy304HbIM 00pazam BM

[Tpr co3gaHWM ATAJIOHHBIX 00pPa30B BUPTYAIBHBIX MAIIMH MPEIBAPUTEIHLHO JOJKHA OBITH
BBHITIOJTHEHA MTPOBEPKa:

— COOTBETCTBUS ITAPAMETPOB U HACTpoeK BM ycraHOBIEHHBIM TpeOOBaHUAM 0€30NIaCHOCTH;

— nenoctHoctu cuctemMHoro I10 rocresoit OC u [10 CK3U B coOTBETCTBUU € IKCIUTYaTallMOHHOMN
nokyMmenTanueil Ha CK3U. Ilocne coznanus stanoHHoro obpasa (kiaona) BM nomxHa ObITH BBIOJIHEHA
KOHTpOJbHAasi ycTaHOBKa BM ¢ manHOro o0pas3a u KOHTpOJbHAs MPOBEpKa 1EeT0CTHOCTH cucteMHoro [10
rocresort OC u I1O CK3H,;

Jns  KaxIoro JTaloOHHOrO oOpa3a  BHUPTYalIbHBIX  MAIIMH  JOJDKHBI  BBITOJTHSATHCS
periaMeHTHPOBaHHBIC MPOILEAYPHl OOHOBJICHHS HACTPOEK, BKIIOYEHHBIX B 00pa3 MPOrpaMMHBIX
komnonent CK3MU.

JIOIDKHO BBITIOTHATHCS CBOEBPEMEHHOE OOHOBJIEHHE HAcTpoek BM, BKIIIOUEHHBIX B ATaJOHHBIN
o0pas3.

JloikHa BBITIONHATHCS CBOCBPEMEHHAs yCTaHOBKAa OOHOBIIeHMM Oe3zomacHoctu OC (rocTteBod u
XOCTOBOW).



XXTAN.00083-01 90 02-09. Kpuntolpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHne CK3U B BUpTyanbHbIX cpeaax.

3arpy3ouHble 00pa3bl JOJKHBI CO3/1aBaThCsl TOJNBKO JUIS BUPTYaJbHBIX MAIWH, CO3JAHHBIX C
UCIOJIb30BAHUEM 3TAJOHHBIX 00pa3zoB. Ilpu 3TOM NOMKHO OBITH MCKIIIOYEHO BHECEHHWE B 3TaJOHHBIH
00pa3 W3MEHEHHIA, BHITOJHEHHBIX IPU CO3JaHUU 3arPy304YHBIX 00Pa30B.

KonupoBanue 00pa3oB BHUPTyalbHBIX MAIIMH C BBEJEHHOM KIIO4YeBOM MHpOpMaived u/uim
nHunmanusupoBanHeiM [1/1CY 3anpermieHo.

4.12. TpeOooBanus k ayrenTuguxkanum nojan3opareneins CK3U

Hns  ayrentudukamuu  nonp3oBareneii  CK3M  gomycTMMO — MCMONB30BaTh — MApOJIH,
YIOBJICTBOPSIONIUE CIEAYIOMUM yCIOBHSIM:

— JUITMHA NapoJIsl 10JKHA ObITh HE MEHEe 8 CUMBOJIOB;

— B YMCJIE CUMBOJIOB MapoJist 0053aTeNbHO TOJIKHBI IPUCYTCTBOBATH OYKBBI B BEPXHEM U HUKHEM
peructpax, 1udpsI U crieruaibHbie CMMBOIIBI (@, #, $, &, *, % u 1.11.);

— [apojib HE JOJDKeH BKIIOYaThb B ce0s JIETKO BBIYHMCIIIEMbIE COYETaHHsI CHUMBOJIOB (MMeEHa,
dbamuiu U T. 1.), a Takke odmenpunaaTeie cokpanieHus (USER, ADMIN, ALEX u T. 1.);

— IIPU CMEHE TapoJIsi HOBOE 3HAYCHHE JIOJDKHO OTIMYATHCS OT MPEABLAYIIET0 HE MEHee 4eM B 4-X
TTO3UITUSIX;

— JIMYHBIN MapoJb MOJIB30BaTENIb HE UMEET MpaBa coO0IaTh HUKOMY;

— MEePUOJUYHOCTh CMEHBI Mapojsl ONpEeAENsAeTCS MPHUHATON MOJUTHKON O0e30MacHOCTH, HO He
JOJKHA MPEBBIIATH 6 MECSIIEB.

4.13. TpeOoBanue K yIPaBJeHUIO 10CTYIIOM
IITaTHEIMHA cpeacTtBaMu  BUpPTyalIu3alliu JOJDKHO  BBIIIOJHATBCA  YHPABJICHUC JOCTYIIOM

CY6’LCKTOB A0CTYyIIa K 00BEKTaM A0CTyIla B BI/IpTyaHBHOﬁ I/IH(l)paCTp}/KType, B TOM YHCJIIC BHYTPU
BUPTYAJIbHBIX MAalllMH.

4.14. TpeOoBanue k perucTpanum coObITHIA

[raTHRIMH CpeACTBAaMH BUPTYyalIM3allMM JOJDKHA BBIMOJHATBCS PETUCTpALUs  COOBITUI
0€30M1aCHOCTH B BUPTYaJIbHON HH(PACTPYKTYpeE.
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